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SQlsign - ID protocol
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SQlsign - signature
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How do we represent isogenies?
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SQlsignID - smooth responses
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X rsp is very long

com K KLPT is slow chl = H(com || msg)
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De Feo, Kohel, Leroux, Petit, Wesolowski (2020) + De Feo, Leroux, Longa, Wesolowski (2022)
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SQlsignHD

sk

rsp is much shorter
LLL is much faster

X 4-dim representation is slow

com chl = H(com || msg)

rsp

UNsmooth degree, -

4-dimensional
representation

Dartois, Leroux, Robert, and Wesolowski (2023)



SQlsign2D

ak e new algorithm to
. sample secret keys
and commitment
isogenies (but it

Q-dimeniiofr.\d rsp is shorter than 1D may faill)
representartion
prequires com LLL is much faster e ~uniform pub|ic
deg rsp = q(22- q) 2-dim representation is fast chl keys and
9P =9 . \ commitment curves

QV rsp e conservative
approach in

parameters and
design choices




SQlsign SQIsignHD SQlsign2D
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SQlsign 2.0

improved algorithm to
generate commitment
Isogenies sk

Da -
/ r'sp |onger challenges

. to work with
uniform responses
+ repeated hashing

perfectly uniform
responses




NIST level 1

NIST level 3

NIST level 5

sizes (byte)

public key signature

65 148
97 224
129 2992

key gen

12.7

594

62.4

timings (ms)

signing

29.9

90.9

149.5

Verification

1.5

3.5

10.5



Security

2-soundness zero-knowledge

‘commitment’

one
= endomorphism of =

ok

endomorphism
ring of pk

two transcripts,

one commitment how to sample?



Zero knowledge

1. Sample a random challenge

X
X

2. Sample a random response

3. Is the commitment uniform?

\"iommi’rmen’r"

1. samples a random curve
Previous solution: assume we have an oracle that

2. samples a connecting isogeny



Partial security proofs

1. samples a random curve

Previous solution: assume we have an oracle that

N
x .
/ /

\/

Intuition: unsmooth-degree isogenies
do not provide more info than smooth-
degree ones

2. samples a connecting isogeny

Uniform distribution on the target
curve strongly requires knowledge
of the secret

All previous security proofs only
hold in ad-hoc idealized models



A new security proof

Fiat—Shamir with hints

A proof that holds in the ROM T \
(without additional oracles)

No interactive hardness

assumptions
—_—
A complete proof that leads to a D

precise quantification of losses
EUF-CMA of FS signature,

assuming soundness
assumption given hints

Aardal, Basso, De Feo, Patranabis, Wesolowski (2025)



SQlsign is EUF-CMA secure

assuming that, given

it's hard to find the endomorphism ring of E

(plus one technical assumption)



SQlsign has evolved a lot over But SQlsign is also reaching

the years, benefitting from the maturity, in terms of design and
iIntroduction of HD representations security assumptions

Much more work ahead:

e Better algorithms
e QROM security
e Constant-time implementation

SQlsign2D - West Security proof NIST spec

https://ia.cr/2024/760 https://ia.cr/2025/379 https://sqgisign.org/spec/



